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In this session you will learn

@ 6.2 Highlights

@ FortiAnalyzer-Cloud & Licensing

@ FAZ Positioning, Sizing & Deployment Use Cases
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Incident Response & Automation

INCIDENT RESPONSE

Enabling quick detection, automated correlation and connected remediation

<

SOC AUTOMATION

Automating manual, time-consuming processes (end-to-end) to offload SOC
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Incident Response Process

Eradication
&
Recovery
Analytics & context Do something Do something
\ ) | J | J
| | Y

Incident Response Process (NIST 800-61r2)
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What’s New In 6.27

Detection Rules

Event Correlation

iR

Incidents & Events

Incident Analysis

I

SOC Monitoring

AN

Interactive Dashboards

Y

Data Visualization

Find out more: Go to FNDN FortiDemo:

SOC Activities

Situational Awareness

App Risks, Mail Risks

Fabric ADOM

FortiNAC

Search & Filtering

https://fndn.fortinet.net/index.php?/fortidemo/instances/



Incident Detection & Analysis

Incidents & Events
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Incident Detection & Analysis — IOC History Scan

Edit IOC Rescan Policy Settings

Rescan tasks

Status End Time Log Count

complete Nov 04 15:14:26 414119883

complete Nov 03 15:14:19 415022561

complete Nov 02 15:13:31 415022561 \ 14:02:10
complete Nov 02 10:31:12 415022561 10:14:08

3:00:00 PM

10C Rescan Current Adom Settings

Enable Current Adom IOC Rescan u

Log Type Filters EADNS logs
& web filt 2!
8 Traffic logs

Last N Days

Find out more about IOC: https://docs.fortinet.com/document/fortianalyzer/6.2.0/cookbook/779346/how-ioc-works



Incident Analysis — Threat Intel Lookup

O

FO rti G ua r’d La bS News / Research Services Threat Lookup Resources Search FortiGuard  /

» Home /' FAQ / |IOCForm

At a glance:

Indicator of Compromise Form

If you believe the supplied IP address,
domain or URL is not correctly .

classified, enter your comments and IP/Domain/URL
submit the IP address, domain or URL kuplu.bel.tr
for review using this form.

Enter an IP address, url or domain be re-evaluated

Cataonrv
False Positive
Suspicious

Contact Information

Name




Incident Analysis — Timeline and Life

Affected Endpoint and Userv

B FGVM010000167427
A Kerry Robinson Laptop

Topology

MAC: 00:14:c2:ed:6c:03
IP: 10.100.91.5

Addresses

Operating System A Linux LUBUNTU 14.0.4

@ All Incidents
Incident Life Cyclev

From 2019-04-05 05:55:29 To 2019-04-05 06:08:36

IN00000044
Incident responded at: 2019-04-05 06:08:36
Incident responsed by: admin
Incident life cycle: 13 minutes

Analysis

o~ 11
Fri 5 April

18:b%

Timelinewv

From 2019-04-05 16:09:41 To 2019-04-05 17:51:03 (Total 12 Events)

15:15 15:30 15:45
1 1 1

Response

Incident Infov
Incident Reporter
Incident Category
Severity
Status

Description

cle

dmin
Malicious Code
High

Response

The user's desktop is infected. Please quarantine the linux
endpoint behind the firewall FGYM010000167427 asap to
prevent the malware propagation

g

18:30
1

Eventsv i Delete
Event
® Malware VBA/Age...
® DNS traffic to Bot...

Event Status Event Type
Mitigated
Unhandled

Mitigated

# Antivirus
£+ DNS

£+ DNS

© Web Filter
© Web Filter
¥ IPS

® Compromised hos...
® Compromised hos...
Q_Web request to M...

® Internal intrusion ...  Mitigated

Count Severity

11

Medium
High
Critical
Medium
Medium

First Occurrence

2019-04-05 16:09:41
2019-04-05 16:09:42
2019-04-05 16:09:42
2019-04-05 16:09:42
2019-04-05 16:09:42
2019-04-05 16:09:42

Last Update

2019-04-05 16:56:50
2019-04-05 16:56:49
2019-04-05 16:56:49
2019-04-05 16:56:49
2019-04-05 16:56:49
2019-04-05 16:56:54

Additional Info

File:readme.txt from ...

Traffic path: Enterpris...
infected-domain: daic...
infected-domain: daic...
Domain:daicoaero.ru,...

outgoing internal intr...

Handler

Default-Malicious-Fil...
Default-Botnet-Com...
Default-Compromise...
Default-Compromise...
Default-Risky-Destin...

Default-Malicious-Co...

B~
Tags
MalwareTo_WANDo...
BotnetDomainC&C
C&CDomain
C&CURL
RiskyURL

IntrusionSignaturelnt...




Automate Incident Containment (FAZ <-> FOS)

. Edit Handler: FOS_Automation_Blacklist_Malware_Provider

m ew Automation Stitch
E_'j "| Name [ FAZFGT-AutoRe

Status O Enabled INJE Generic Text Filter dstintfro wan and (logid==0211008192 OR
Incident FortiGate All FortiGates

(2] logid==0211008194) and direction=="incoming'

. Generate alert when at least 1 matches occurred over a period of 6
Trigger minutes
Event Message @ Malware pby2 provided on WAN blocked
Event Status Mitigated

Allow FortiAnalyzer to choose
Event Severity Medium

. £Z FortiGate Event Handlers
FortiAnalyzer

Tags * Malware | * To WAN | * Download | * Attacker
Event Handler

Automation
Framework

Additional Info

Event handler name | Default-Botnet Use system default

. . @® Use custom message @
Event severity (B

File:${filename} from URL:${url} through ${devname}
(Policy 1D:${policyid)\${srcintf}\${srcip}

Event tag @ ]

Action Notifications

-

Send Alert through Fabric Connectors
Send Alert Email

Send SNMPlv1/v2) Trao

FGT
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Automate Incident Management End-to-End with |

Servlce Service Management a Bogdan ~ o} 3] @ @

-
(\? Filter navigator )

5  x O
ﬁ Home
FortiAnalyzer App
FortiAnalyzer Incidents
FortiAnalyzer System Properties
R nfo — e — pt — Customize Script Variable E ct Installation Ta
FortiAnalyzer Support
FortiManagerV2 App
Customized Script Variables Customized Script Preview

FortiManager Scripts

00:15:00:9a:79:51 config user quarantine

FortiManager System

FortiManager Support - Quarantine
51

FortiManager Script List

arantine Caden Madina's laptop

FortiManager Script Stage List

Save Progre

@ 7
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Incident Eradication & Recovery

Asset & Identity @

User Endpoint Hardware / OS ¥ Vulnerabilities IP Address / FortiGate / Interface

E Addison Medina
Addison Medina Laptop A Linux LUBUNTU 10.100.91.2 / Enterprise_First_Floor

Addison Medina PC Mac OS X 10.200.1.21 / Enterprise_Second_Flc

%' Reed Allen
Reed Allen Laptop A Linux LUBUNTU n n 10.200.1.16 / Enterprise_Second_Fl¢

iy Kerry Bates
Kerry Bates Desktop A Linux LUBUNTU n 10.200.1.19 / Enterprise_Second_Flc

Kerry Bates Laptop 4 Linux LUBUNTU 10.100.94.11 / Enterprise_First_Floo

i Willy Fox
Willy Fox Laptop H Linux LUBUNTU 10.200.1.12 / Enterprise_Second_Fl¢

“ Lane Ramos
Lane Ramos Desktop Mac OS X 10.200.1.17 / Enterprise_Second_Flc

H Jesse Hughes
Jesse Hughes Desktop A Linux LUBUNTU YR 10200112 / Entararica Casang_Flc
Vulnerability Name Category
. ) Ubuntu Security Notice USN-2936-1 Web Client
Riley Mcmahon Desktop Mac OS X t_Floo
|  Ubuntu Security Notice USN-2973-1 Applications

Aaren Chambers Ubuntu Security Notice USN-2993-1 Web Client
Aaren Chambers Laptop &} Linux LUBUNTU n U TS W LYvvi7 L7y l:nLclpnac:_rll:v't_HOO

£ Riley Mcmahon

Fran Acosta



Automate Incident Eradication & Recovery

Devices

13 - 2019/04/03

Frepare )3 - 2019/04/03

Prep-1 Network Topology and

Prep-1.1 Device Inventory

view
This category provides awareness of all en
view will provide total number of devices v

summary of Changes

Order by Time [Orderby Name!

219 Devices 07m 42s

? 54 Devices 08m 01s

3 19m 59s

e N7m 1Ac

chiart of new devices discovered by month it firewall palicy
Edit swilch-controller managed-switch
Ri Add firewall pelicy
No ability to determine ical devices ot Add fireveall sddress Count of Malware Events
1y to determine physical - Respond & Recov
address vulnerabilities and will increase th WEdie firewallippocl
WEdit router static
Recommendations @Edit vpn ipses phasel-interface 5K
Review the new devices discovered and ve dd firewall.ippoal Patential Breach by D..':}r'
take appropriate action to remove and imd Add router static
authorized devices should record IP addre Edit firewallLaddress -
department as well as if device is portable
as it can heuse:!tnbulldabasellnzandw Change Details
understand the increase or decrease of de Bk
# Date/Time User User Inj
Endpoint Devices on Network 1 20181106 16:06:53 sthakkar GUI17;
2 201811406 16:06:53 sthakkar GUINT; o | | | 1 1
3 201811406 16:06:50 sthakkar GUINT] 5‘51 . !
SUrssen Devices 18,309 4 2018-11-06 16:06:50 sthakkar GUINT; o f@ f
Goart Dévipss 1,968 5 20181106 16:03:14 sthakkar GUIT] ¥
New Devices 16 6 2018-11-06 18! sthakkar GUINT;
: 7 20181106 16! sthakkar GUINT;
\ 8 2018-11-06 16:02:08 sthakkar GUINT7}
d - - ) 9 201811406 16:01:36 sthakkar GUINT] Top 10 Malware by Count
' E nt Devices
3 W op 3 New Endpoint Devices 10 201E-11-06 16:01:36 sthakkar GLIT;
4 : | # Mahware Name Mal
/ \\.\ # Detected Dats/Time New Devices 11 201E-11-06 16:01:23 sthakkar GU1T7
ij 12018-11-06 202627 [ VAN-200902-PC 12 201811406 16:01:23 sthaklar GUINT] ; Lathic ol
) : 2 2018-11-06 140356 [ VAN-903S03-LT 13 2016-11-06 16:01:05 sthakkar GUINT; Kelhos |
3Z0E-0517:4633 [ winT-umciz 14 20181106 160105 sthakksr  GUINT] 3 Forek Bog o )
o 15 2016-11-06 15:50:22 sthakkar  GUINT: 4 Andromeda Bof op 10 Potential Breac
S 16 201811406 15:50:21 sthakkar  GUINT : r:“"m E 7 Gerice o
k) 17 201B-11-06 15:59:05 sthakkar GUIN7; ; m‘:"l{ 1 FortinetCanadait EO
< '? 1B 201B-11-06 15:58:05 sthaklar GUINT] Boy 2 Android 100
: l 19 201B-11405 17:22:47 seanzhang  GUI17 8 Lokl e |
T ) { 20 2018-11-05 17:22:47 seanzhang  GUI17] 8 FlawedAmmyyRAT Bog 3 Ikranzer-deskiop ED
T 21 2018110517 seanzhang  GUI17 ) Bay 4 dkong 40
2o 22 201811405 17:2217 seanzhang  GUI17] 5 172.17.91.88 100
23 201B-11405 17:19:21 seanzhang  GUI17] 6 VAN-201584-PC 60
54 INTE1108 17193 ceanrhange  GUKTT T DECKTOP-OITECHE ED

Verdict  Confidence Level Threats

B1T W3ZSymmi,CnC

799 CnC, Riskwares Downloader Guide, W32/ Agent W32/ Lip
ler, PossibleThreat W32/Generic

785 CnC, W32/ Generic

656 W32/allaple W32rSyrnmi

589 PossibleThreat, W32/ Kryptl k, W32 Agent, W32/ Generic

548 CnC

€31 Wamaliania Cre



Single-Pane Visibility — SOC & NOC

Device & Groups

m Add Device v 8B Device Group v & Install Wizard X Tools v [ Table View v
Q

O Device Name IP Address
O Enterprise_FortiAnalyzer 10.100.88.2

& @ Managed FortiAnalyzer (1)
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